Firefox 3 SSL certificate warning

When you browse to a site with an invalid/unknown ssl certificate (such as self-
signed certificates ), you see this screen:
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Secure Connection Failed

localhost:7446 uses an invalid security certificate.
The certificate is not trusted because the issuer certificate is not trusted.

(Error code: sec_error_untrusted_issuer)

= This could be a problem with the server's configuration, or it could be
someone trying to impersonate the server.

= |f you have connected to this server successfully in the past, the error
may be temporary, and you can try again later.

Or you can add an exception...

Done

At first glance, it seemed the site was down. Then i reread the message more
clearly, and noticed it was in fact the SSL issue.



To actually allow you to view the site, you need to go to 3 steps to allow the page to

be viewed, as seen below:
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A Secure Connection Failed
&

localhost:7446 uses an invalid security certificate.
The certificate is not trusted because the issuer certificate is not trusted.

(Error code: sec_error_untrusted_issuer)

s This could be a problem with the server's configuration, or it could be
someone trying to impersonate the server.

» |f you have connected to this server successfully in the past, the error
may be temporary, and you can try again later.

You should not add an exception if you are using an internet connection that you do not trust
completely or if you are not used to seeing a warning for this server.

Get me out of here!’ ‘ Add Exception...

Done

Clicking “Add Exception” brings you to this page:
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@ Add Security Exception

You are about to override how Firefox identifies sites.

ask you to do this.
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Next, “Get Certificate” :

You are about to override how Firefox identifies sites.

!

{' 3 \ Legitimate banks, stores, and other public sites will not
ask you to do this.

Server

Location: ‘ https://localhost:7446/ ’ lget Certiﬁcatej

Certificate Status

This site attempts to identity itself with invalid

) ) ’ View... ’
information. S

Unknown Identity

Certificate is not trusted, because it hasn't been verified by a
recognized authority.

M Permanently store this exception

Confirm Security Exception ‘ € cancel ’

Last, click on “Confirm Security Exception”. And then we are able to see the page we
intended to view

Adapted from Bart Vrwilst a.k.a Bort : : w3bl0g
(http://blog.verwilst.be/2008/03/01 /firefox-3-ssl-certificate-warnings-confusing/)



File Edit View History Bookmarks Tools Help

- & | A\ https:jflocalhost:7446/ -] [@-

f%3Home (3 Smart Bookmarks ~

d Add Security Exception

ask you to do this.

A Secure Connec ..

EIE3)

4 You are about to override how Firefox identifies sites.
[ =\ Legitimate banks, stores, and other public sites will not

localhost:7446 uses Location: [ https://localhost:7446/

‘ Iget Certiﬁcatel

Certificate Status
The certificate is not

(Error code: sec_erro

s This could be a probl
someone trying to in

» |f you have connecte
may be temporary,

You should not add an ex|
completely or if you are n|

Get me out of here!

Done

li

[y

[l



